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Trace Abstraction
● Generating highlevel compound events from 

lowlevel raw events that:
● Are more readable than the raw events
● Still depict the system behavior
● Can be used to detect faults and anomalies (By 

comparing them to learned normal or faulty behaviors)
– Behavior abstraction in malware analysis 

(Beaurcamps, et al, 2010)
– A layered architecture for detecting malicious behaviors 

(Martignoni et al 2008)
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Abstraction of System Call Traces 

● Techniques for the 
Abstraction of System 
Call Traces (Waseem 
Fadel, Dr. Abdelwahab 
HamouLhadj)

syscall_entry

fs.open

syscall_exit

“file open”

Raw Events Abstract Event
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Fault Identification

● Automated Fault 
Identification framework 
(Hashem Waly, Dr. B chir ́
Ktari)
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More Abstraction (1)
● Trace Abstraction vs Event Abstraction

● Define patterns over group of similar events.

– Both “create” and “open” system call can be used to open files.

● Using arguments of the systemcalls and events besides considering the hierarchy:

● Abstract all sequential “READ” operations of a specific file  to a “SEQUENTIONAL READ” abstract event.

● Abstract all write access to restricted files to “access to restricted file” synthetic event.

– "/etc/passwd"

– "/etc/utmp"

● Abstract a set of  “SEQUENTIONAL READ” event of files with extension name “.conf” to a 
“CONFIGURATION FILES Read” synthetic event.

read readread    ... sequential read

File File
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 Trace Events

Configuration Files 
Read

Abstract Level 1 Abstract Level 2 Abstract Level 3

read readread    ...

read readread    ...

read readread    ...

.

.

.

File

File

File

sequential read

sequential read

sequential read

.

.

.

Conf
File

Conf
File

Conf
File

sys_create
sys_open

sys_readv
sys_read

sys_pread

sys_writev
sys_write

sys_pwrite

sys_clone
sys_fork

sys_tkill
sys_kill

sys_tgkill

....

..

Event Groups
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More Abstraction (2)
● Using states and state changes:

● Modeled state keeps the state of the traced system

                                   

● For each raw event, a set of state changes can be defined 

– Fs.read, fs.readv and fs.pread change the state of a file to READ state.

– Kill, tkill, tgkill system calls change the state of a process to “KILLED”

– Schedule event changes the state of the current and the scheduled process.

● State changes can also be associated for synthetic events. For example, “TCP connect” 
synthetic events can change the state of sockets to CONNECTION REQUESTED, 
ESTABLISHED, DATA TRANSFER, CLOSED , … 

● The Idea is to define patterns of states and states changes to create synthetic events

        $machine/processes/$pid/state
                                                 exec_name
                                                 files
                                                 fds
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sys_create
sys_open

sys_readv
sys_read

sys_pread

sys_writev
sys_write

sys_pwrite

sys_clone
sys_fork

sys_tkill
sys_kill

sys_tgkill

....

..

 Raw Events

Event to State 
Mapper

Synthetic Event 
Generator

Modeled State 

 wget  yahoo.com

raw events # : 3348



  10 Tracing and monitoring distributed multi-core systems

More Abstraction (3)
Using statistics 

● For system resources, we may store statistics for whole trace or 
particular time intervals
● CPU usage per process
● I/O throughput per process 

– Number of bytes read and written

● We can define patterns based on these statistics to create 
synthetic events
● Detecting Denial of service attacks

– “Fork Bomb” attack

– “SYN Flood” attack

● Detecting “Port Scanning”
● ...
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Attribute Tree
 

$machine/processes/$pid/state

                                           execmode_stack

                                           exec_name

                                           fds

                                               $fd1

                                                     filename

                                                     type

                                               $fd2

                                               ...

                /cpus/$cpuid/current_process

                                     pid

                /disks

                /memory

State and State Values State Machines
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Examples

P

PP

P P P P

Fork Fork

Fork

..

..

..

● Fork bomb
● This attack performs recursive 

forks and creates a large number 
of processes.

● By keeping track of the number of 
running processes and the 
number of fork operations per 
process, we can detect this 
attack.

● Syn flood attack
● ...
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Modeled State 

P CN A

Resources

   Risk Assessment
C

AI

Prediction

Alert Priority Alerts Correlation

Alert
Database

Optimization

Alert Optimization

   System Health Monitoring

Trace Events

Abstraction and Fault Identification

Synthetic Events Generator Alert 
Generator

Synthetic  
Events

Mappers 
(Events to 

State 
Changes)

State System State History Tree

State Changes & StatisticsRaw Events
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Which level of details?

OR
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Linking events at different levels

● For better understanding of the system: 
● Users need to access easily and efficiently to different 

levels of events
– Synthetic or raw events

● Users need to navigate from the high level events to low 
level events and from low level views to high level views
– Which high level event does this event belong to?
– What are the related raw events to a given synthetic event?

● Solution: creating a “Link Index”
● RTree
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Linking events at different levels

Abstract Events (Level 2)

Abstract Events (Level 1)

Raw Events
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Modeled State 

Alert 
Generator

Abstraction and Fault 
Identification
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Features

• Focusing
– Showing relevant information of a specific 

synthetic event or a behavior

• Zooming
– Is a technique to cope with large amount of 

information.
– Showing more details(Google Map) and enlarging 

the content.
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http://www.wolframscience.com/nksonline/page-812
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Conclusion and Future Work

● We used arguments of events, states and state changes and 
also statistics to create synthetic events.

● Using the “modeled state” information for abstraction can help 
to create more useful synthetic events and also to detect the 
wide range of attacks and faults.

● During the high level events creation, we need to keep some 
information for linking the high level and low level events.

● Developing the proposed link data structure will be the next 
step of the project.
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