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Scenario of Multistep attack

Phase Name Time

1 Probing 10:00 to 10:01

2 Bruteforce username and password 10:01 to 10:03

3 Find vulnerabilities 10:03 to 10:06

4 Establish a reverse shell 10:06 to 10:08

● Eventually, the attacker finds 192.168.10.2/test.php?cmd=id

●  Attack type: 

– HTTP_Bruteforce_Password

– HTTP_Vulnerability_Exploit

– Reverse_Shell



    4System Health Monitoring and Proactive Response Activation

Result of Risk Assessment and Prediction

S2 S3 S4

91%

82%

C > 90%
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New Architecture of IRS
● Supports dynamic evaluation of “Response Cost”

– Account for the user’s need in terms of quality of services (QoS) 

– Account the dependencies of critical processes

● Supports “Attack Path” technique 

– Find the best locations where to apply responses, with the lowest penalty cost

Start Point Firewall Points

...

Mid Points

...

End Point
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Logical Network Model of IRS
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Evaluation Criteria
● Positive effects

– Positive Confidentiality (P_C)
– Positive Integrity (P_I)
– Positive Availability (P_A)
– Positive Speed (P_S)

● Negative Impact

– Negative Itself (N_I)
– Negative Host (N_H)
– Negative Zone (N_Z)
– Negative Network User (N_NU)
– Negative Local User (N_LU)
– Negative Setup Cost(N_SC)
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Response Decision Tree

Kill process decision tree
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Blocking on Firewall



    10System Health Monitoring and Proactive Response Activation

Decision making table to calculate 
negative criteria
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System Scenario

Attack damage cost

The number of online user

Resource value
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Services Dependency
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Step1 ) Importance weight of criteria
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Step2 ) Assess static criteria
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Step 3) The value of negative criteria for 
outside attacker
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Step 4) The results for outside attacker

●  DC= 60, CL= 0.25, RV= 90, N= 32 (m= 8, k=4), SC=100
●  CR(1) = 7
●  CR(2) = 8

●  Ordered List = (R2 , R5 , Rn , ∙ ∙ ∙ , R4 )
●  N = k * m
●  CR(1) = [(DC * CL * K)/SC]  *  m + (m * RV)/SC
●  CR(i+1) = CR(i)

1

2
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●  DC= 60, CL= 0.25, RV= 83, N= 40 (m= 10, k=4), SC=100
●  CR(1) = 8
●  CR(2) = 9

●  Ordered List = (R2 , R5 , Rn , ∙ ∙ ∙ , R4 )
●  N = k * m
●  CR(1) = [(DC * CL * K)/SC]  *  m + (m * RV)/SC
●  CR(i+1) = CR(i)

1

2

Step 4) The results for Internal attacker



    18System Health Monitoring and Proactive Response Activation

Future Work
● Complete the implementation of new architecture of IRS

● Connect Response component to the Risk assessment and 
Prediction component

● Evaluate all components with more scenarios of multistep 
attack
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